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Abstract. Wireless Network (Wi-Fi) becomes extremely popular over the
world on the lastly two decades. Nowadays, most people are using the wireless
networks for online banking and shopping. It also allows people to share
information and communicate with each other whenever and wherever they are.
Moreover, it has the advantages of flexibility and freedom of mobility and
enables smart phones and laptops to provide a rapid and easy access to
information. All of that makes the protection of the wireless network highly
demanded to be existed. Therefore, security should be applied on Wi-Fi
networks to keep users’ confidentiality and privacy. Hence, different protocols
have been developed and applied. Nowadays, Wi-Fi Protected Access (WPA,
and WPA?2) protocols are considered as the most applied protocols in wireless
networks over the world. In this paper, we discuss the advantages, vulnerability,
and the weaknesses of both of these protocols. This paper ends up with some
suggestions on how to improve the functionality of these protocols.
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1 Introduction

In the last years of the 20™ century, Wi-Fi technology has accessed our houses
without getting permission. In general, Wi-Fi is considered as one of the most
commonly used and trusted technologies over the world. Wi-Fi networks are available
everywhere, at school, at home, at hospitals, and at restaurants, etc... Therefore, users
can access Wi-Fi networks anywhere and anytime with their laptops, PDAs, smart
phones to share the pleasant moments with their friends.

The medium of all the data carried over Wi-Fi networks is open access i.e. the
channels that carry the information exchanged in Wi-Fi networks are shared between
the different users of different networks. However, this data should be securely
exchanged between the users of Wi-Fi networks. Therefore, security concepts and
issues have become a hot topic of research and investigation.

Starting in 1990, many wireless security protocols have been developed and
adopted, but none of them could be considered as the best protocol ever because of
the different security threats that daily arise with new vulnerabilities and problems to
our data and applications.
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Three main security protocols have been developed by the researchers which are:
Wireless Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA, and WPA2) [1].
WEP was the first default encryption protocol introduced in the first IEEE 802.11
standard, aimed to make the wireless network as secure as the wired network.
However due to its technical failures, it was not widely applied.

In order to solve the WEP problems of the cryptography method, Wi-Fi protected
access (WPA) has been proposed [1]. Wi-Fi Protected Access2 (WPA2) is a new
protocol that has been developed after both WEP and WPA failed to secure the
communication over Wi-Fi networks [1]. WPA2, also known as IEEE 802.11i
standard, is an improvement to the 802.11 standard which specify security
mechanisms for wireless networks [2].

Through this paper, we address different issues of WPA and WPA2 protocols
such as: protocols’ architecture, security services provided threats, strengths and
weakness [3].

2 Wi-Fi Protected Access (WPA)

Due to the fact that WEP is not secure enough, the IEEE 802.11 Task Group I (TGi)
presented a new protocol which is the Wi-Fi Protected Access, widely known as WPA
by improving WEP. WPA contains the Temporal Key Integrity Protocol (TKIP) [4].
There are two modes under which WPA functions: the first being Pre shared Key
(PSK) and the other is Enterprise [5]. Typically, the Enterprise mode is more
comprehensive in terms of security; it provides as it does not share any key or
information but it is harder to set up than PSK. While RC4 Stream Cipher is used for
encryption in WPA, there are three elements with which TKIP differs from WEP
protocol which are: Michael, a message integrity code (MIC), a packet sequencing
procedure, and a per packet key mixing [6]. Figure 1 shows the Flow of TKIP
Processing.
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Fig. 1. Flow of TKIP Processing [4]
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The main security features that are applied in WPA and different from WEP are as
following:

2.1  WPA Encryption Process

e The Temporal Key Integrity Protocol (TKIP) is a protocol used for encryption
and generating a new key for each packet. The size of each key is 128 bits.[2]

e For message integrity, there is an algorithm called “Michael”. This algorithm
is used to compute a Message Integrity Code (MIC) for TKIP, and (MIC) will
be added to data to be sent.[3]

e In the encryption process, a new packet sequencing number will be processed
to prove freshness of the packet that is being sent.

e For replay attack protection, TKIP offers two different data units which are:
Medium Access Control Service Data Unit (MSDU) and Medium Access
Control Protocol Data Unit (MPDU) [7].

e WPA uses RC4 for encryption process as WEP does but the main difference is
that in TKIP the Base Kay and IV are hashed together before RC4 is being
used. The result of hashing IV and the Base key will be used in RC4 with IV
to generate a sequential key. The plaintext will be XORed with the sequential
key and the result will be sent as a coded message [8]. The encryption
algorithm is shown in figure2.
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Fig. 2. WPA Encryption Algorithm (TKIP) [10]
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2.2  WPA Authentication Mechanisms

In order to authenticate users and issue new keys that ensure a key management, TKIP
utilizes the IEEE 802.1x standard, TKIP necessitates both a 64-bit key, that Michael
uses, and a 128-bit key, that the aforementioned mixing function uses to receive a per
packet key. In WPA there are two modes WPA Personal, WPA Enterprise and the
authentication Mechanisms for each mode could be described as following:

e  WPA Personal: It is also called WPA-PSK (Pre-Shared Key). This mode is
usually used for home network or small office networks, and it does not use
an authentication server. In this mode there is a key shard between the client
and the access point (AP) and this key must be known to both sides for an
association to be established. All wireless devices use 256 bits key to
authenticate with their access point(s). It is extremely important that the
shared key will never be transmitted between the client and the AP. By using
the shard key the MIC and encryption key will be founded. MIC is in size of
64 bits and the encryption key size is 128 bits [4].

e  WPA Enterprise: It is usually used for business network. No shred key is used in
the authentication process; however an Extensible Authentication Protocol (EAP)
is used. (EAP) offers two ways authentication. In this mode Remote
Authentication Dial In User Service (RADIUS) server is obligatory and it
delivers an excellent security for wireless network traffic [4].

3 Wi-Fi Protected Access (WPA2)

In 2004, the ratification of WPA?2 is widely known as the second generation of WPA
and it is recognized to be the most secure protocol used in wireless networks. This
protocol uses the implementation of the 128-bits Advanced Encryption Standard
(AES) block cipher algorithm for both authentication and encryption processes. In
WPA2 there are two modes of authentication that could be used which are Pre-Shared
Key and Enterprise. Instead of TKIP, WPA2 uses Pair wise Transient Key (PTK) for
key generation. Instate of using Michael algorithm, WPA2 uses CCMP (Counter
Mode CBC MAC Protocol) which applies block cipher Advanced Encryption
Standard (AES) algorithm. In order to ensure integrity and provide accurate
authentication, CCM (CBC-MAC) has been used in WPA2 [9].

3.1  WPA2 Encryption Process:

The encryption process, as shown in figure 3, could be done by applying the following
steps:

e  For each Medium access control Protocol Data Unit (MPDU) there is a packet
number (PN) and this number will incremented for each next MPDU.
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In the header of MPDU, there is something called Additional Authentication
Data (AAD) and in this field the integrity delivered by CCMP is represented.
To create the CCMP Nonce block the PN and, A2 (MPDU address 2) and
Priority field of MPDU will be used. The Priority field has reserved value of
Zero.

In addition the new PN with the key identifier together will be used to build the
64 bit CCMP header.

The group of temporal key, AAD, nonce, and MPDU data are used to create
the cipher text and MIC.

Finally, the encryption of MPDU is obtained by combining the CCMP header,
original MPDU header, encrypted data and MIC [2].

WPA2 Decryption Process

WPA?2 does not use the XOR to decrypt the plaintext, and the decryption process will
be done in the same steps. The steps for decryption, as shown in figure 4, are
described as following:

After the encrypted MPDU is received, the AAD and nonce values could be
extracted from the encrypted MPDU.

The header of the encrypted MPDU is used to build the AAD.

To create the nonce value, the values of different fields of the header will be
used which are the MPDU address 2 (A2), PN, and Priority fields.

To recover the MPDU plaintext, temporal key, MIC, AAD, nonce and MPDU
cipher text data are combined together. Moreover at this point the integrity of
AAD and MPDU plaintext is confirmed.

Finally, by combining MAC header of MPDU and decrypted MPDU plaintext
data, the Plaintext of MPDU is decrypted See figure4 [2].
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Fig. 4. CCMP Decryption Process [2]

Authentication Mechanisms

For authentication there are two types of key management systems, each of which
utilize different means: an authentication server system or a pre-shared key system
and once the keys are generated the authentication could be done same as it is used in
WPA [4]. There are two types of key management systems which are described as
following:

A pre-shared key system is less comprehensive in terms of security than a
system that uses an authentication server. However, despite such relatively
incomprehensive security and the fact that complete implementation of the
802.11i protocol restrict any usage of pre-shared keys, small business and home
users can still implement and utilize pre-shared keys with much ease[10].

A system that generates keys through an authentication server is relatively
hierarchical; what facilitate the creation of matching Pairwise Master Keys
(PMK) at both supplicant and the authentication server sides is the 802.1x key
generation protocols. Every time a device interacts with an AP, four types of
128-bit temporal keys, known as the Pairwise Transient Key (PTK), are
generated: they are a data encryption key, a data integrity key, EAPOL-key
encryption, and EAPOL-key integrity key [11]. In order not to only increase
randomness but also relate the keys to its creator device, the key incorporates a
random nonce and MAC addresses of the device. Then there are the four
exchange ways called 4-way handshake between the AP and the authentication
server, which identify and verify the key. Following the first step, which is the
generation of a temporal keys and a pair of nonces, which the supplicant and
authenticator have made, the supplicant verifies its knowledge of the PMK, and
subsequently, the authenticator does so too. Finally, both devices have
encryption turned on for unicast packets [10]. Also, it should be noted that
802.11i supports broadcast messages. In order to ensure efficiency, a Group
Master Key (GMK) is created, and the GMK facilitates the generation of the
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Group Encryption Key and Group Integrity Key that all participating g clients
receive through a secure channel. Figure 4 illustrates how the protocols differ
from each other. It is interesting to note that a hardware upgrade is necessary for
802.11i [12].

4 Comparison of Wi-Fi Protocols: WPA and WPA2

4.1 Data Integrity: WPA and WPA2

WPA uses Michael to verify the integrity of the message. In addition the Packet
Sequencing is used to prevent replay attacks. On the other hand, WPA2 uses CCMP to
provide integrity for both data and packet header [13]. A 48-bit sequence number that
changes whenever there is a replacement of a MIC key prevents replay attacks; this
sequence is what TKIP utilizes and labels as packet sequencing. The method mixes the
aforementioned sequence number with the encryption key, encrypting the MIC and
WEP ICV while detecting and removing packets that contain an out-of-sequence
number. This section represents the Michael and Counter Mode with Cipher Block
Chaining MAC Protocol (CCMP) protocols [7].

4.1.1 Michael or MIC

These MIC algorithms protect data integrity from the modification that could be
caused by counterfeiting and forging [14]. Simply, a predefined algorithm and data
both together calculate a tag value that the sender transmits with the key and the
comparison between the sent value and the other value that the receiver calculates
determine whether data integrity is intact or not [10]. In particular, Michael
necessitates a new 64-bit key and represented as two 32-bit little Endian words
(K¢ ,K1 ). The functionality of MIC works as following:

e The length of total message is a multiple of 32-bits and to ensure that
message will be a multiple of 32-bits add a message with the hexadecimal
value 0x5A and enough zero pad.

e Dividing the message of a multiple of 32-bits into sequence of 32-bit words
M, M, ....M)

e finally calculates the tag from the key and the message words by following
format [10]:

(L,R) — (K, Ky )
doifrom1ton

L—L XOR M,
(L,R)<— Swap (L,R)
return (L,R) as the tag

e  The verification step is done by matching the tag received with the message
and the tag that achieved by computing the previous step.
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e The time that an attacker needs to be able to build his/her MIC and not be
detected is as following: if MIC is a S bits the average time will be after

2 S+1 packet [10].

4.1.2 Counter Mode with Cipher Block Chaining MAC Protocol (CCMP)
Michael was used in WPA for data integrity. Michael was developed to let existing
wireless devices to overcome the several flaws of WEP. Michael may be implemented
through software updates; it does not require hardware replacement of AP and STAs.
However, it still depends on RC4 cryptographic algorithm so it is not a good solution
for high assurance environments. Therefore, Counter Mode with Cipher Block
Chaining MAC Protocol (CCMP) is developed and considered as a better solution
[15]. However hardware upgrades are required for the wireless devices used.

CCMP relies on CCM which is a cipher mode of AES that is used to authenticate
an encrypted block. In CCM, a 128-bit block size is ciphered. Cipher Block Chaining
MAC (CBC-MAC) is used in CCM for both authentication and integrity protection.
CCMP compromise the integrity of both the packet data and the MAC portion of the
IEEE 802.11 header. In order to prevent replay attacks CCMP uses a nonce which is
constructed by using a 48-bit packet number PN [16].

CCMP is considered as the best solution for both confidentiality and integrity. It
uses the same cryptographic key for both confidentiality and integrity which reduces
the complexity. CCMP provides integrity of both packet header and packet payload.

Figure 5 illustrates the integrity process of the packet’s data and header. The process
is done in 5 phases which are:

e Packet Number (PN) Increment: A 48- bits packet number used for each
session is incremented. PN prevents replay attacks from occurring and ensures
that the TK of each session lives more time than that of any possible STA-AP
association.

e Nonce construction: A nonce is constructed by combining the packet number
PN with the transmitter ad address (A2) as well as with the priority bits.

e CCMP Header Construction: a 48-bits Key ID used to identify the Temporal
Key (TK) is joined with the incremented PN to form the CCMP Header.

e Additional Authentication Data (AAD) Construction: AAD is one of the
important inputs to the CCM encryption module; it is either a 22-bytes or 28
bytes in length. It is constructed by using different fields of the MAC header
such as the quality-of-service QoS parameter.

e CCM Encryption: it is considered the main sub-process in the data integrity
procedure in WPA2 protocol. It is constructed by combining Tk, Data, AAD, and
nonce all together and outputs the encrypted data. This encrypted data is
concatenated with MAC header, CCM header, and MIC to form the ciphered
MPDU
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Fig. 5. Integrity in WPA2 [20]

Temporal Key TK changed through each association between the station STA
and the access point AP. MIC encrypted with the data is 8 bytes in size. The
ciphered frame is sent over the medium and a reversed procedure used to decrypt the
encrypted data [5].

4.2 WPA/WPA2 Weaknesses

Although WPA/WPA2 security schemes are strong, there are a number of trivial
weaknesses have been found, still, none of them are risky with the security
recommendations. However, Authentication mechanisms in WPA-PSK is vulnerable
to dictionary attack, which have already been implemented [3]. This attack is based
on capturing the 4-way handshake between client and AP which clearly provide
enough information to start an attack. Unlike WEP, where statistical methods can be
used to speed up the cracking process [3], the Pre-Shared Key (PSK) is derived
using the Password Based Key Derivation Function (PBKDF2) which is
pseudorandom function that takes several inputs and hashes them multiple times to
produce a key [12]. This means that the attacker has all the information and the only
thing that the attacker needs is brute force the hand shake to match the 256 bit key
which can be a passphrase of 8 to 63 printable ASCII characters. [3].



A Survey on Wi-Fi Protocols:WPA and WPA2 505

The Pairwise Transient Key (PTK) is derived from the PMK via the 4-Way
Handshake with information used to calculate its value is transmitted in plain text [1].
This information includes MAC address of the client, MAC address of the AP and the
two random numbers (ANonce and SNonce) [1]. The only item missing is the
PMK/PSK, so the attackers can simply brute force PMK with the need to know
the SSID which is easy to be obtained with a sniffer [3].

Even though WPA-PSK is a 256 bits key in length, it has a major weakness because
it is based on the pairwise master key (PMK) that is generated by PBKDF2 key
derivation function. The PBKDF2 in WPA has five input parameters which are:
PMK = PBKDF?2 (password, SSID, SSID length, 4096, 256) [1].

Where 4096 is number of the iterations of a sub-function and 256 is length of the
output. This means that the strength of PTK relies only on the PMK value, which is
the Pre-Shared Key (passphrase) [1].

4.3 WPA/WPA2 Strengths

WPA and WPA?2 have several improvements that have helped and supported the Wi-
Fi to be more secure than that previously.

As the Clint which is a station (ST) and the access point (AP) have one sharing
data cryptography key which is secret between them, the WPA/WPA?2 provide mutual
authentication in order to prevent the key from being captured when it is transmitted
over air [15]. In WPA protocol, data encryption has been improved by using a
Temporal Key Integrity Protocol (TKIP). It also has a hashing function that mixes the
keys by integrating two components which are the initialization vector (IV) and the
base key [17]. Moreover, in order to make sure that the keys have not been changed,
the WPA uses an integrity-checking feature. One of the most developments made by
WPA and WPA2 are extending the length of Initialization Vector (IV) to 48 bits
instead of 24 bits to make sure the IV is not used before, as well as it is used for the
TSC (TKIP Sequence Counter) in order to protect against replaying data [15]. In
terms of integrity, WPA uses a ‘Michael’, which is a Message Integrity check
mechanism (MIC) while WPA2 uses CCM. On the other hand, enterprise mode is
another type of WPA/WPA2 modes. Enterprise mode uses 802.1X+EAP for
authentication mechanism via an authentication server (802.1x) that offers a perfect
control and security to the client’s wireless network traffic. Moreover, in this mode
does not use a pre-shard key but it needs a RADIUS server, which is called an
authentication server [15]. To avoid reusing the keys there is a rekeying mechanism to
afford the freshness of the encrypted plaintext and integrity keys that will be used
[10]. One of the most strength things in WPA?2 is that it uses an Advanced Encryption
Standard (AES) for data encryption. It also uses a block cipher which is working to
cipher all blocks of the text every time [8].

Table 1 summarizes the main differences between WPA and WPA2.
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Table 1. Differences between WPA and WPA2

Features of Mechanism | WPA WPA2

Purpose Solves the | Solves the
problems problems that
that are in are in WPA
WEP protocol
protocol

Require new Hardware No Yes

Encryption Cipher RC4/ AES/CCMP

Mechanism TKIP CCMP/TKIP

Encryption Key Size 128 bits 128 bits

Encryption Key Per Mixed No need

Packet

Encryption Key 802.1x 802.1x

Management

Encryption Key Change | For Each No need
Packet

IV Size 48 bits 48 bits

Authentication 802.1x- 802.1x-EAP
EAP

Data Integrity MIC CCMP
(Michael)

Header Integrity MIC CCMP
(Michael)

Replay Attack v IV Sequence

Prevention Sequence

5 Attack SCENARIO

In the following scenario we will walk through the approach to capture the
WPA/WPA?2 authentication handshake and then use aircrack-ng to crack the pre-
shared key. First, we set up our network target as it appears in Figure 6 which uses
WPAZ2 encryption.

Fig. 6. The target network
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5.1 Four-Way handshake capture

In order to capture the four-way authentication handshake we need to set up our
wireless interface to monitor mode. The purpose of this step is to allow the card to
monitor the packets received filtering [1].

2:9C:E1:B7 --ivs mon0@

Fig. 7. Start airodump-ng
Where the parameters are [18]:

= - 8is the channel for the wireless network

= --bssid 2C:E4:12:9C:E1:B7 is the access point MAC address. This eliminates
extraneous traffic.

= -w hk.cap is the file name prefix for the file which will contain the IVs.

= mon0 is the interface name.

=  —-vsis option to save only captured IVs

Fig. 8. Discovering network client

Figure 8 shows what the results look like, there are two wireless clients are
connected to the network. To capture the WPA/WPA?2 authentication handshake we
can perform either active or passive attack [1]. The passive attack simply is to wait for
a client to re-associate to the PA. In contrast, the active attack means that a client is
forced to de-authenticate in order to accelerate the process [1].

In this case, we are performing active attack using Aireplay-ng which supports
various attacks such as deauthentication, to capture WPA handshake data [1].

-c 78:CA:39:BA:F4:8F mon@

Fig. 9. Client Deauthentication attack

Where as in [18]:

= -0 means de-authentication.

= 1 is the number of de-authenticate to be sent.

= -a2C:E4:12:9C:E1:B7 is the MAC address of the access point.

= -c 78:CA:39:BA:F48F is the MAC address of the target client that we are
de-authenticating.

= mon0 is the interface name.
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Fig. 10. De-authentication output

Figure 11 illustrates what the output looks like of the pervious command. This
means that the client is authenticated in order to capture the four-way handshake [1].

Fig. 11. Four-Way handshake capture

Also, as a result of the Aireplay-ng command, the four-way handshake is obtained
successfully as it shown in figure 11.

5.2  Dictionary Attack

The final step is to launch a dictionary attack, which is a technique for defeating
authentication mechanism by trying to each client to determine its passphrase.
Aircrack-ng can be used to perform a dictionary attack in order to recover a WPA

key [1].

alrcrack-ng -w wordlist.lst -b 2C:E4:12:9C:El1:B7 hk.cap.ivs

Fig. 12. Launching a dictionary attack

In figure 12, the parameters are [18]:

= -w wordlist.Ist is the name of the dictionary file.
= --bssid 2C:E4:12:9C:E1:B7 is the access point MAC address
= hk.cap.ivs is name of files that contain the captured four-way handshake.

The purpose of using Aircrack-ng is to duplicate four-way handshake to determine if
a particular passphrase in the wordlist matches the results of the four-way handshake
[3]. Aircrack-ng takes three inputs ehich are a dictionary file of either ASCII or
hexadecimal keys, the mac address of Access point and the file that contains the
handshake data [1]. This process is very computationally intensive in practice because
it must take each dictionary word and perform 4096 iterations of HMAC-SHAI1
before it generates valid PMK. Figure 13 shows that the pre-shared key has been
successfully identified [1].
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Aircrack-ng 1.2

[00:01:58] 539 ested (5031.34 k

EAPOL HMAC

Fig. 13. Successfully cracking the pre-shared key

Calculating the PMK is very slow since it uses the PBKDF2 algorithm as we
mentioned early. The example above has shown that using this technique in Aircrack-
ng can check more than 4943 passwords per second. However, it is possible to
achieve a time-space tradeoff by pre-computing PMK for given ESSID which is
impractical [1].

6 Defence against WPA-PSK Attack

Unfortunately, the vulnerabilities in WPA-PSK authentication, which make the
exploit feasible, cannot be avoided [19]. However, there are several steps that can
be taken in order to mitigate these vulnerabilities and protect your WLAN against
pre-shared keys (PSK) attack which are:

Step 1: avoid using a short PSK that can be guessed too easily or found in a password
dictionary. In configuring a passphrase, the IEEE 802.11i standard recommends very
strongly to use at least 20 characters [20]. The strongest passphrases which are
randomly-generated that mix of lower and uppercase letters, numbers and symbols,
the more PSK is protected against dictionary attacks [20].

Step 2: Changing the SSID do not achieve enhanced wireless security but can help to
prevent users from accidentally connecting to the wrong WLAN. Also, to make it
more difficult for attackers to identify the organization’s WLANSs [20].

The dictionary attacks can be infeasible on WPS-PSK by using D-WPA-PSK
mechanism which is regular replacement of PSK that are generated by a key generator
distributed to all clients in advance [21]. In this method the AP sends a random
number to all clients every certain time. The client will send an acknowledgement to
the AP when it receives the random number [21]. After all the clients that associated
with the AP get random numbers, a new pre-shared keys (PSK) will be generated
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between the AP and clients which is derived from key generator distributed in
advanced [21]. At this point, the clients and the AP will restart the network
configuration using the new PSK. This method provides frequent updates of the PSK
based on the time that an attacker needs to crack PSK. Therefore d-WPA-PSK
achieves somehow enhanced security on a WLAN network [1].

7 Conclusion

The paper described the new protocols developed in Wi-Fi such as WPA and
WPA2. Different security services provided by each of them, WPA provides user
privacy and confidentiality by using TKIP for encryption and Michael for data
integrity. Despite the advantages provided by WPA, it still has some weaknesses
regarding the authentication and data integrity processes. Therefore, WPA2 was
developed. New mechanism for data integrity in WPA2 was proposed which is
CCMP. WPA?2 also requires new hardware equipment in order to be installed in.
A scenario attack was illustrated in detail and shows that some vulnerability still
can take place despite all the security improvements that have been done.
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