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MQTT
Message Queue Telemetry Transport



• Publish-subscribe.


• A message broker is required.


• Standard: ISO/IEC PRF 20922.


• Developed in 1999 (and released royalty free in 2010).


• Small code footprint.


• Limited network bandwidth / constrained environments.


• Data agnostic.



Model



Broker Benefits

• Eliminates insecure 
connections.


• Easily scales.


• Manages client connect states.


• Reduce network strain.



What is a broker

• Software running on a 
computer.


• Running on premise or on the 
cloud.


• Self-Built or 3rd party hosted.


• Open source or proprietary.











Connecting to the broker



Publishing to a topic



Subscribing to a topic
• Example:


• Topic #1: home/groundfloor/kitchen/temperature 


• Topic #2: office/conferenceroom/luminance 


• Wild cards 


• Single-level: 


• home/groundfloor/+/temperature (to subscribe to all the temperature 
readings in all the rooms of the ground floor)


•  Multi-level: 


• home/groundfloor/# (to subscribe to all the readings in all the rooms of 
the ground floor, not only the temperature)



Quality of Service

• 0: The broker/client will deliver 
the message once, with no 
confirmation. 


• 1: The broker/client will deliver 
the message at least once, with 
confirmation required.


• 2: The broker/client will deliver 
the message exactly once by 
using a four step handshake.



Last will and testament



Learn More

• Learn more: mqtt.org


• Software: mqtt.org/software 


• Recommended broker (C): 
Mosquitto (mosquitto.org)


• Lots of good tutorials out there 
on Android Things, Python, 
Java and Mobile.

http://mqtt.org
http://mosquitto.org


Architecture of an IoT 
System



Top 7 IoT Cloud Platforms
• Amazon Web Services (AWS) IoT Platform


• Microsoft Azure IoT


• Google IoT


• IBM Watson IoT


• Cisco IoT Cloud Connect


• ThingsBoard Open-Source IoT Platform


• Oracle IoT Intelligent Applications



AWS IoT

https://console.aws.amazon.com/iot/home



 Create a thing object



Register and secure your 
device



Choose platform and SDK



Download files to your 
device



Download files to your 
device



Run the sample



Output



Output



Azure IoT



Launch the Cloud Shell

https://portal.azure.com/



Prepare CLI sessions



Create an IoT hub



Create and monitor a 
device



To monitor a device



Use the CLI to send a 
message



Register a device and send 
messages to IoT Hub



Credentials

https://github.com/Azure/azure-iot-sdk-csharp



Google IoT



Enabling APIs



Enabling APIs



Enabling APIs



Enabling device registry 
and devices



Enabling device registry 
and devices



Public key

openssl req -x509 -newkey rsa:2048 -keyout rsa_private.pem -nodes -out rsa_cert.pem -subj "/CN=unused"



Public key

openssl req -x509 -newkey rsa:2048 -keyout rsa_private.pem -nodes -out rsa_cert.pem -subj "/CN=unused"



Setting up Raspberry Pi 3 
with DHT11 node



Setting up Node.js



Developing the Node.js 
device app



package.json
{
 "name": "Google-IoT-Device",
 "version": "1.0.0",
 "description": "",
 "main": "index.js",
 "scripts": {
  "test": "echo "Error: no test specified" && exit 1"
 },
 "keywords": [],
 "author": "",
 "license": "ISC",
 "dependencies": {
  "jsonwebtoken": "^8.1.1",
  "mqtt": "^2.15.3",
  "rpi-dht-sensor": "^0.1.1"
 }
}



Project Structure



var fs = require('fs');
var jwt = require('jsonwebtoken');
var mqtt = require('mqtt');
var rpiDhtSensor = require('rpi-dht-sensor');

var dht = new rpiDhtSensor.DHT11(2); // `2` => GPIO2

var projectId = 'pi-iot-project';
var cloudRegion = 'us-central1';
var registryId = 'Pi3-DHT11-Nodes';
var deviceId = 'Pi3-DHT11-Node';

var mqttHost = 'mqtt.googleapis.com';
var mqttPort = 8883;
var privateKeyFile = '../certs/rsa_private.pem';
var algorithm = 'RS256';
var messageType = 'state'; // or event

var mqttClientId = 'projects/' + projectId + '/locations/' + cloudRegion + '/registries/' + registryId + '/devices/' + deviceId;
var mqttTopic = '/devices/' + deviceId + '/' + messageType;

var connectionArgs = {
  host: mqttHost,
  port: mqttPort,
  clientId: mqttClientId,
  username: 'unused',
  password: createJwt(projectId, privateKeyFile, algorithm),
  protocol: 'mqtts',



var connectionArgs = {
  host: mqttHost,
  port: mqttPort,
  clientId: mqttClientId,
  username: 'unused',
  password: createJwt(projectId, privateKeyFile, algorithm),
  protocol: 'mqtts',
  secureProtocol: 'TLSv1_2_method'
};

console.log('connecting...');
var client = mqtt.connect(connectionArgs);

// Subscribe to the /devices/{device-id}/config topic to receive config updates.
client.subscribe('/devices/' + deviceId + '/config');

client.on('connect', function(success) {
  if (success) {
    console.log('Client connected...');
    sendData();
  } else {
    console.log('Client not connected...');
  }
});

client.on('close', function() {
  console.log('close');
});



client.on('error', function(err) {
  console.log('error', err);
});

client.on('message', function(topic, message, packet) {
  console.log(topic, 'message received: ', Buffer.from(message, 'base64').toString('ascii'));
});

function createJwt(projectId, privateKeyFile, algorithm) {
  var token = {
    'iat': parseInt(Date.now() / 1000),
    'exp': parseInt(Date.now() / 1000) + 86400 * 60, // 1 day
    'aud': projectId
  };
  var privateKey = fs.readFileSync(privateKeyFile);
  return jwt.sign(token, privateKey, {
    algorithm: algorithm
  });
}

function fetchData() {
  var readout = dht.read();
  var temp = readout.temperature.toFixed(2);
  var humd = readout.humidity.toFixed(2);

  return {
    'temp': temp,
    'humd': humd,
    'time': new Date().toISOString().slice(0, 19).replace('T', ' ') // https://stackoverflow.com/a/11150727/1015046



    algorithm: algorithm
  });
}

function fetchData() {
  var readout = dht.read();
  var temp = readout.temperature.toFixed(2);
  var humd = readout.humidity.toFixed(2);

  return {
    'temp': temp,
    'humd': humd,
    'time': new Date().toISOString().slice(0, 19).replace('T', ' ')
  };
}

function sendData() {
  var payload = fetchData();

  payload = JSON.stringify(payload);
  console.log(mqttTopic, ': Publishing message:', payload);
  client.publish(mqttTopic, payload, { qos: 1 });

  console.log('Transmitting in 30 seconds');
  setTimeout(sendData, 30000);
}



Running



Console



Lecture outcomes

• MQTT Protocol


• Cloud 


• AWS 


• Azure 


• Google


